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Overview and Purpose

On February 2627, 2026, the Indiana University Space Governance lab convened a two-day
workshop at its Europe Gateway in Berlin titled “European Space Cybersecurity Priorities & Capacity
Building.” The workshop brought together leading European experts from government, academia, and
industry to address a central challenge: how to develop a European-aligned space cybersecurity

capacity-building framework grounded in shared transatlantic priorities.

The workshop advanced the core objective of co-designing a Model European Space
Cybersecurity Program, tailored to European regulatory, operational, and strategic contexts while
building on Indiana University’s established Space Cybersecurity program. It also laid the foundation
for a sustained EU-IU partnership in space cybersecurity capacity building.

Organizing team

Scott J. Shackelford, Provost Professor and Associate Vice President & Vice Chancellor for Research,
Indiana University-Bloomington

Eytan Tepper, Research Professor, Space Governance & Security and Director, Space Governance
Lab, Indiana University-Bloomington

William O. Ferguson, ethicallyHackingspace (eHs)

Colton T. Ames, Associate Director, Institute for European Studies, Hamilton Lugar School of
Global & International Studies, Indiana University- Bloomington

Annabell Tiirk, Incoming Director, Indiana University Europe Gateway, Betlin

Methodology: Survey-Driven, Participant-Led Deliberation

A central feature of the workshop, and a key methodological innovation, was the use of a structured
survey administered to all participants at the outset of Day 1. The survey captured perspectives across
sectors (research, industry, government), geographies, and functional roles, covering:
e Barriers to applied space cybersecurity research (e.g., funding, regulatory constraints, skills
gaps)
e Priority areas for EU/ESA-funded research

¢ Workforce shortages and skills needs (e.g., threat modeling, incident response, DevSecOps)
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e Governance questions (e.g., which actors should lead agenda-setting)
e The value and design of a European space cybersecurity program and certification

¢ Desired legal, policy, and technical components of such a program

Rather than treating the survey as a background input, it became the primary organizing framework
for discussion throughout Day 1, with participants actively discussing, debating, and analyzing
responses, reflecting various perspectives, needs, and experience, and refining priorities in real time.

This approach ensured that all outputs were:
¢ Empirically grounded in stakeholder input
¢ Cross-sector validated through discussion
e Directly traceable from data — deliberation — outcomes

Workshop Participants, Berlin (February 2026)
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Workshop Structure and Activities

1. Survey-Based Priority Mapping (Day 1)

Following an opening plenary, participants completed the survey and immediately transitioned into an
extended, structured discussion organized around its questions.

Key themes explored included:



e Structural barriers to European space cybersecurity (notably skills shortages and fragmentation
ACrOSS SECtors)

e Priority research domains requiring EU/ESA investment
¢ Governance models for agenda-setting (EU institutions vs. industry vs. academia)
e Workforce development gaps and certification needs

e The role of transatlantic collaboration

This process resulted in a continuous, cumulative discussion, in which each survey question served as
a focal point for collective analysis.

The result was a set of:
¢ Validated priority areas for European space cybersecurity
¢ Role-specific insights across research, industry, and government
e A shared understanding of how regulatory frameworks (e.g., NIS2) shape capacity needs

At the end of Day 1, participants were asked to write on the board what they would hope the
Workshop would achieve or a key priority for European space cybersecurity capacity building.

2. Curriculum Design and Applied Training (Day 2)

Day 2 opened with a discussion on the various preferences and priorities for European space
cybersecurity capacity building the participants wrote on the board at the end of Day 1.

The rest of Day 2 was dedicated to the delivery of Indiana University’s Space Cybersecurity
Foundations Digital Badge program, consisting of three modules:

o Strategic and governance dimensions
o Managing cyber risks to space systems
o European priorities and response capabilities

The training provided a shared baseline across participants, covering topics such as cyber threats,
attack surfaces, secure-by-design principles, and European governance frameworks.

Participants who completed the assessment were eligible to earn an IU digital credential, reinforcing
the workshop’s immediate capacity-building impact.

In addition, three European experts gave presentations:

Florian Gohler, German Federal Office for Information Security (BSI): German Space Cybersecurity
Standards and Responses

Julien Airaud, CNES: Franch Space Cybersecurity Standards and Responses

Dr. Laetitia Cesari: European Perspectives: Cybersecurity as A Resilience Mechanism
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Key Outputs

The workshop produced a set of outputs that are both data-driven and co-designed:
¢ Survey-based Priority Mapping of European space cybersecurity needs
e Validated Stakeholder Insights across sectors and countries

e A pilot-tested Space Cybersecurity Foundations training module adapted for European
audiences

Contribution to the Research Agenda on the Space—Cyber Nexus

The workshop contributes substantively to the broader research agenda of the Indiana University
Space Governance Lab on the space-cyber nexus and a theory of space-cyber power.

The survey-driven discussions highlighted the extent to which space systems are increasingly
understood as cyber-vulnerable critical infrastructure, reinforcing the centrality of cybersecurity to
space governance and security. In addition, the findings demonstrate that capacity building is a core
component of space-cyber power. The ability to train personnel, establish standards, and coordinate
across sectors directly enhances the capacity to secure and operate space systems.
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