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Executive Summary 
  

Cybersecurity, a term that like “cyberspace” did not even exist a generation ago outside 
of science fiction, has fast become a central tenet of twenty-first century national and 
international security.ii  From the Russian government’s hack of the Democratic National 
Committee’s email servers to Yahoo!’s disclosure that more than half a billion of its customers’ 
records were compromised, mitigating cyber risk has become a topic of conversation in 
boardrooms and the White House, Wall Street and Main Street.  The risk only seems to be 
getting more acute as the Internet of Things (IoT) expands, as seen in the October 21, 2016 IoT 
attack on Dyn, a firm that manages domain name servers that are relied upon by myriad firms.iii  
From 2013 to 2020, Microsoft has estimated that the number of Internet-enabled devices is 
expected to increase from 11 to 50 billion.iv  To substantiate the coming wave, Samsung recently 
announced that all of its products would be connected to the Internet by 2020.v  The question 
becomes, now that that everything from refrigerators to stock exchanges can be connected to a 
ubiquitous Internet, how can we better enhance cybersecurity across networks and borders?  A 
great deal of uncertainty and debate surrounds this question, and the stakes are high. Managing 
the multi-faceted cyber threat affects a diverse set of interests: U.S. national and international 
security; the competitiveness of firms; trust in democratic processes; balancing civil rights and 
liberties; and the mitigation of interlocking international governance challenges from the South 
China Sea to orbital space. 

This book undertakes a novel approach to understanding and managing cyber risk by 
looking for lessons from how the international community has addressed other global collective 
action problems like climate change, bringing together insights from economics, political 
science, history, law, ethics, international relations, and security studies.  As such, one major 
feature of this book is to consider cyberspace within the larger debate over the future of 
international spaces in the Information Age, which are generally (though not always accurately) 
called “global commons.”  National sovereignty has in large part defined both international 
relations and international law since the 1648 Treaty of Westphalia,vi yet it is strained (though by 
no means broken) by the “global networked commons,” which is how former Secretary of State 
Hillary Clinton described the Internet.vii  Indeed, the primary exception to territorial sovereignty 
has historically been the global commons, which are international spaces situated beyond the 
limits of national jurisdiction, open to use by the international community and closed to 
appropriation by treaty or custom.viii  At its height, the global commons comprised more than 75 
percent of the Earth’s surface, including the deep seabed and Antarctica, as well as outer space, 
the atmosphere, and, some argue, cyberspace.ix  However, while cyberspace does share certain 
aspects with other areas of the global commons, it is an “imperfect fit” given that it is rivalrous 
in theory but not in practice at a global scale, and exclusion is already taking place (though, for 
that matter the same may be said for the deep seabed, and perhaps eventually outer space).x  
Thus, as is discussed below, at best cyberspace may be considered a pseudo (or “imperfect”) 
commons comprised of a “shared global infrastructure” that is controlled by public and private 
entities subject to national and international regulations.xi  Yet it is true that these international 
spaces—which may be thought of in terms of a governance spectrum ranging from largely 
unmanaged open access systemsxii to more tightly controlled environments—are increasingly 
vital to the world economy, securing access to which, according to the U.K. Ministry of Defense, 
“may be the signal security challenge of the twenty-first century.”xiii  They have much to offer in 
terms of uncovering governance best (and worst) practices as applied to promoting 
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cybersecurity.xiv  To take one example, the 2015 Paris Accord has so far succeeded where 
previous climate negotiations failed, in part due to the high number of national climate pledges 
prior to the conference, such as the U.S.-China agreement on bilateral emissions reductions.xv  
Analogizing atmospheric governance to cyberspace,xvi a push could be made to follow the Paris 
approach and encourage nations to announce pledges that best fit their unique circumstances 
ahead of multi-stakeholder cybersecurity forums, as is discussed in Chapter Three.   

Across these frontiers of international relations, technological limitations and concerns 
over free passage historically outweighed the great powers’ territorial ambitions.

xviii

xvii  As a result, 
over time some of these regions (particularly the deep seabed and the Moon) were regulated 
under the vague common heritage of mankind (CHM) concept that provides for peaceful and 
equitable benefit sharing,  in which theoretically all of humanity became sovereign over 
certain global common pool resources.xix  This system is now in jeopardy, opening up questions 
about what comes next.  This book tackles these issues by analyzing both how and why 
governance at the frontiers of international relations is evolving and what that portends for 
Internet governance and cybersecurity in the twenty-first century.  This will be the first work of 
its kind to analyze these international spaces with an in-depth view to applying lessons from 
these areas to engender more sustainable models of Internet governance and an equitable cyber 
peace, as well as to investigate in turn how cyberspace is shaping governance of these managed 
(and unmanaged) domains.  It does this by examining the influence of three variables—
technological advancement (including cyberspace itself), resource scarcity, and multipolar 
international relations—on fashioning contemporary solutions to global collective action 
problems with a special focus throughout on “polycentric” (nested) governance featuring 
multiple power centers.xx  Further, the book engages in cutting-edge regime effectiveness studies 
of the deep seabed, Antarctica, space, the atmosphere, and cyberspace in an effort to uncover 
governance best practices informed by the institutional analysis literature discussed below.   

I will be supported in this effort given my role as the Director of the Ostrom Workshop 
Program on Cybersecurity and Internet Governance.  This forum will bring together thought 
leaders from around the world on these topics, such as how to apply polycentric institutional 
analysis, championed by several Nobel Laureates in Economics including Elinor Ostrom, to 
cyberspace.  The literature on polycentricity is complementary to the burgeoning fields of regime 
complexity and network analysis, which has been a focus of Professors Joseph S. Nye, Jr. and 
David Victor, among others.xxi  This research builds from these literatures, as well as from my 
work at the University of Cambridge on mitigating global collective action problems, and my 
2014 book on cybersecurity law and policy published by Cambridge University Press titled, 
Managing Cyber Attacks in International Law, Business, and Relations: In Search of Cyber 
Peace, which won the 2015 Elinor Ostrom Award.  In this book, I used a bottoms-up approach to 
cybersecurity risk management.  Chapters included the evolution of Internet governance, the 
technical vulnerabilities enabling cyber attackers, what companies and countries are doing to 
mitigate cyber risk, and the role of international law and relations in promoting a global culture 
of cybersecurity.  The book did not, however, analyze governance lessons from other 
international spaces in detail such as the benefits and drawbacks of minilateralism in norm 
building, nor did it apply polycentric principles to contemporary cybersecurity challenges such 
as in the Internet of Things context, which are vital next steps that this volume will undertake. 
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Core Research Proposal 
 

On November 11, 2016, a “large metal object,” which was later identified as coming 
from a Chinese satellite, struck a jade mine in Myanmar,

xxiii

xxvii

xxviii

xxxii

xxxiii xxxiv

xxii becoming the most recent in a series 
of space debris events occurring across the globe.   On February 13, 2015, Anthem 
acknowledged that more than 80-million of its customers’ records had been breached in a year 
that saw over 300-million records leaked and more than $1 billion stolen by cyber attackers.xxiv  
Finally, on September 30, 2014, the cargo ship Nunavik rounded Alaska’s Point Barrow after 
setting sail from Canada’s Deception Bay on September 19 becoming the first ship of its kind to 
navigate the Northwest Passage without an icebreaker escort.xxv  What do these disparate events 
have in common?  Together they illustrate three underlying forces that are shaping global 
governance in the twenty-first century.xxvi  The first is the quest for scarce resources driven by 
rapidly advancing technology.  Taking the last example, aside from being a convenient 
thoroughfare, the Arctic is home to both immense fossil fuel and mineral reserves that are now 
being opened up for development.  Second, an evolving multipolar geopolitical landscape is 
reshaping global governance structures, as may be seen in the Arctic context with established 
Arctic nations such as Russia buttressing their military presence in the region while emerging 
markets are seeking to influence Arctic policymaking.   A similar pattern may be seen in the 
Internet governance context with a live debate underway over multi-stakeholder and multilateral 
approaches to conceptualizing cyberspace, a debate that may now take a new turn with the 
election of Donald Trump and his state-centric “America First” vision.xxix  Third is the challenge 
of promoting sustainable development in arenas rife with global collective action problems and 
immature legal regimes, such as outer space.xxx  This issue is further complicated in the 
territorial commons by global climate change.xxxi  For example, environmental degradation—
particularly air pollution and black soot—is increasing in the Arctic,  just as a warming planet 
is opening the Northwest Passage to both shipping  and laying submarine cables.   
Together, these forces are shaping mitigation strategies for an array of global collective action 
problems, including cyber attacks.  

Many leading environmental and security concerns now facing the international 
community may be traced to the frontiers of international relations.  To take one example, 
consider the ongoing tensions over disputed territorial claims in the South China Sea that China 
believes could be home to as much as 30-billion tons in oil reserves and 20-trillion cubic meters 
of natural gas.

xxxvi

xxxvii

xxxviii

xxxix

xxxv  As bordering nations—including China, Vietnam, the Philippines, Taiwan, 
Brunei, Indonesia, and Malaysia—jockey for position, technological advancements promise the 
ability to mine ever further out in the deep seabed (as well as the opportunity to hack an 
expanding web of submarine cables), challenging established governance regimes to keep up.  A 
mining firm called Nautilus, for example, recently won a 20-year lease from Papua, New Guinea 
to mine the Bismarck Sea, which could boast up to $3-billion in precious metals.   These 
events help illustrate the fact that the global commons contain resources that are increasingly 
vital to the world economy.  A U.K. Ministry of Defense think tank predicts, “The economic 
prosperity of many states will depend on functioning globalised markets and access to the global 
commons…[and that] access to the ‘global commons’…. will be a priority for virtually all 
states.”   The rise of multipolar politics in an age of increasing resource scarcity is a primary 
driver of international conflict, both now and over the next 40 years.   Since most of the 
remaining unexploited resources across the world are located within the global commons, these 
areas long at the frontiers of international relations could move to the core.   The economic 
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potential of these international spaces commons renders global cooperation, including the 
proactive development of appropriate legal frameworks for both extraction and security, a 
primary imperative for policymakers.  Yet a changing geopolitical and economic context means 
that the international community is reassessing management of these arenas.   

From climate change and cyber attacks to the associated problems of space 
weaponization and debris, solutions to these policy issues have at their root some form of soft or 
hard regulatory intervention.  But the governance structures that have helped the international 
community manage the frontiers of international relations since the 1960s are increasingly under 
stress, including the CHM concept.

xliii

xl  Disputes are rampant in the international community over 
whether the concept of the global commons itself still resonates at a time in which the reason for 
its existence is being challenged due to technology opening up these areas to economic 
development and occupation.  As more nations move to enclose these areas, be it the deep seabed 
(roughly 40 percent of the world’s oceans and over 90 percent of readily accessible offshore 
resources are already under the control of coastal States)xli or cyberspace (several dozen nations 
now routinely filtering traffic threatening the multi-stakeholder status quo),xlii finding solutions 
to global collective action problems necessitates an analysis of novel governance structures.  
This is especially true in the cyber context given that, despite its global extent, the unique aspects 
of cyberspace—including its reliance on physical infrastructure that is in many cases owned by 
companies that fall under the jurisdiction of sovereign states —means that its status as a global 
commons space is contested.   

A number of scholarly works and government reports maintain contradictory opinions as 
to whether cyberspace is part of the global commons.  For example, even as many nations are 
asserting greater control over cyberspace, other stakeholders, including the U.S. Department of 
Defense, continue to refer to cyberspace as part of the “global commons,” which they maintain 
includes “space, international waters and airspace, and cyberspace.”

xlvii

xlviii

xliv  A number of U.S. allies 
such as Japanxlv and India,xlvi along with security analysts,  agree with this assessment.  
According to NATO, for example, “[t]he Global Commons comprise four domains: maritime, 
air, space, and cyber.”   Relatedly, the G7 published its view in 2016 that “no country should 
conduct or knowingly support [information and communication technology-enabled] theft of 
intellectual property” and that all G7 nations should work to “preserve the global nature of the 
Internet” including the free flow of information.xlix  The open-source “creative commons” 
movement, and even the TCP/IP framework itself, are testaments to the commons features of 
cyberspace.  It is also, in some ways, an open-access system, the traditional components of 
which include unregulated areas featuring relatively undefined property rights, enforcement 
problems, and overuse issues.l  Examples of the latter take the form of spam messages 
consuming limited bandwidth, which have been called a form of “information pollution,”li and 
distributed denial of service (DDoS) attacks, which can cause targeted websites to crash through 
too many requests for site access.lii  However, as was noted above, much of the Internet’s 
infrastructure is owned and operated by private firms that are subject to the jurisdiction of 
national and international law.  As Professor Seymour Goodman has stated, “cyberspace comes 
to ground somewhere.”liii  Thus, cyberspace does not fit within the classic definition of a global 
commons existing beyond national jurisdiction.  It may be understood as a pseudo commons 
comprised of a network of polycentric “clubs,” each contributing to Internet governance,liv which 
in turn underscores the conceptualization of cyberspace as a “club good” that is “available to 
some, but not all.”lv  Understanding the unique status of cyberspace and its implications for 

http://bostonglobalforum.org/2016/06/g7-leaders-produce-historic-cybersecurity-agreement/
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Internet governance and cybersecurity policymaking then requires an analysis of emerging 
polycentric systems. 

Mitigation strategies for global collective action problems are transitioning away from an 
emphasis on multilateral treaties to polycentric accords.  Examples include:  multilevel 
agreements to address climate change such as the 2015 Paris Agreement

lviii

lvi; the Arctic bordering 
states governing the Arctic Ocean through the Arctic Councillvii; myriad nations, along with 
intergovernmental organizations such as NATO, addressing cybersecurity such as through norm 
building efforts in the G7 and G20 ; and space policymaking becoming more the purview of 
spacefaring powers instead of the U.N. Office of Outer Space Affairs.lix  A prime example of the 
latter is the U.S. SPACE Act of 2015, which recognizes the right of U.S. companies to mine 
material from asteroids for profit arguably in conflict with spirit, if not the letter, of the 1967 
Outer Space Treaty.lx  Environmental and security threats are proliferating as a result of these 
regimes being in flux,lxi highlighting the need to revisit old assumptions and chart a polycentric 
path forward to, in particular, promote cyber peace.   

Only limited efforts have been made to date at defining “cyber peace,” such as the 
International Telecommunication Union, which defined the term in part as “a universal order of 
cyberspace” built on a “wholesome state of tranquility, the absence of disorder or disturbance 
and violence.”

lxiii

lxii  Although certainly desirable, such an outcome is politically and technically 
unlikely, at least in the near term.  That is why cyber peace is defined here not as the absence of 
conflict, a state of affairs that may be called negative cyber peace.   Rather, it is the 
construction of a network of multilevel regimes that promote global, just, and sustainable 
cybersecurity by clarifying the rules of the road for companies and countries alike to help reduce 
the threats of cyber conflict, crime, and espionage to levels comparable to other business and 
national security risks.  To achieve this goal, a new approach to cybersecurity is needed that 
seeks out governance best practices from international spaces and other similar arenas.  Working 
together through polycentric partnerships, we can mitigate the risk of cyber war by laying the 
groundwork for a positive cyber peace that respects human rights, spreads Internet access along 
with best practices, and strengthens governance mechanisms by fostering multi-stakeholder 
collaboration.lxiv   

In this book, I argue that the often ambiguous legal regimes governing global common 
pool resources, including the ill-defined and in some ways outdated CHM concept,

lxvii

lxv have 
resulted in worst-case scenario open access systems in which tragedies of the unmanaged 
commons are unfolding.lxvi  In response, I analyze the benefits and drawbacks of other 
management systems including nationalization, privatization, common property, and especially 
polycentric regulation to determine whether these approaches may prove more effective at 
addressing the mounting environmental and security challenges facing the international 
community.  U.N. multilateral treaties are the historic choice for creating new regimes, but 
multipolar politics has made such treaties increasingly difficult to negotiate and ratify.  Even the 
2015 Paris Agreement, for example, relies on voluntary national climate action plans to reach 
envisioned emissions targets.   As such, nations seem to be favoring emerging polycentric 
networks as a path to addressing international security and environmental challenges.   

For those new to the topic, the field of polycentric (multi-centred) governance, is a multi-
level, multi-purpose, multi-functional, and multi-sectoral model,lxviii which has been championed 
by scholars including Professors Elinor and Vincent Ostrom.  According to Professor Michael 
McGinnis, “[t]he basic idea [of polycentric governance] is that any group . . . facing some 
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collective action problem should be able to address that problem in whatever way they best see 
fit,” which could include using existing governance structures or crafting new systems.lxix  This 
robust model challenges orthodoxy by demonstrating the benefits of self-organization, 
networking regulations “at multiple levels,” and the extent to which national and private control 
can coexist with communal management.lxx  It also posits that, due to the existence of free riders 
in a multipolar world, “a single governmental unit” is often incapable of managing “global 
collective action problems.”lxxi  Instead, a polycentric approach recognizes that diverse 
organizations working at multiple levels can create different types of policies that can increase 
levels of cooperation and compliance, enhancing “flexibility across issues and adaptability over 
time.”lxxii

lxxiii lxxiv

lxxvi

lxxvii

  As Professor Fikret Berkes has stated, “Polycentric and multilayered institutions 
improve the fit between knowledge and action in a social-ecological system in ways that allow 
societies to respond adaptively to change.”   But such networks can also be “inefficient,”  
and are susceptible to institutional fragmentation and gridlock caused by overlapping authority 
that must still meet standards of coherence, effectiveness, and sustainability.lxxv  Thus, the 
benefits and drawbacks of polycentric governance must be critically assessed in the cyber 
context by relying on the institutional analysis literature and translated to the extent feasible into 
policy proposals.  Polycentric regulation then is not a “keep it simple, stupid” response, but a 
multifaceted one in keeping with the complexity of the crises in cyberspace and around the 
world.   It is also an approach that is increasingly popular with the likes of the former 
President of Estonia, Hendrik Ilves, and the former Director of the Internet Corporation for 
Assigned Names and Numbers (ICANN), Fadi Chehadé, relying on the term to describe the 
Internet governance ecosystem.    

The field of polycentric governance was born and came of age in the domestic context 
thanks to the work of Professor Michael Polanyi in his 1951 book, The Logic of Liberty.lxxviii

lxxix

lxxxi

lxxxii

lxxxiii

lxxxiv

lxxxv lxxxvi

lxxxvii

lxxxviii

  
Given the wide breadth of implications replete in this burgeoning field, though, work diffused 
across disciplines, including law (led by scholars including Professor Lon Fuller), urban 
networks, and governance studies.   Professors Vincent and Elinor Ostrom, though, did much 
to operationalize the concept and give it “empirical substance.”lxxx  This process began in the 
1970s and 1980s through a series of landmark field studies challenging the prevailing notion that 
the provision of public services—like police and education—was made better and more cost-
effective by consolidating the number of departments and districts.   Scholars showed, for 
example, that small and medium-sized police departments outperformed their larger counterparts 
serving similar neighborhoods in major urban centers in measures of efficiency and cost.   
Professor Elinor Ostrom built on these studies to determine whether polycentric governance 
regimes could adequately combat collective action problems associated with the provision and 
regulation of common pool resources.  She challenged the conventional theory of collective 
action,  which held that rational actors would not cooperate to achieve a socially optimal 
outcome in a prisoner’s dilemma scenario like that associated with the tragedy of the commons.  
Proponents of this theory thought that only top-down, state-imposed regulations could create the 
proper incentives for optimal collective action.  However, field studies that she and others 
conducted on the provision of water resources in California,  the design and maintenance of 
irrigation systems in Nepal,  and the protection of forests in Latin America  showed that 
many individuals will in fact cooperate in the face of collective action problems.   These 
observations were consistent with laboratory experiments that found that externally imposed 
regulations which were intended to maximize joint returns in the face of collective action 
problems actually “crowded out” individuals’ voluntary cooperative behavior.   Prior to her 
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passing, Professor Ostrom was applying this research, and the institutional analysis and 
development (IAD) as well as the Social-Ecological-Systems (SES) Frameworks that grew from 
it, to the regulation of global climate change.  It is this approach, combined with the larger 
literature on institutional analysis propounded by Professor Lee Alston, among others,lxxxix which 
I extend in this book to other global collective action challenges beyond climate change focusing 
on how these policies can inform debates on Internet and cybersecurity governance.  The 
remainder of this proposal includes a literature review, target market summary, as well as a 
chapter outline and discussion of scope, timeline, and other practical considerations. 

Brief Literature Review & Competition 
 

There has recently been a spate of media and scholarly attention on both cybersecurity 
and the global commons.

xciii

xcvii

xc  Although cybersecurity has become a topic of intense interest by a 
growing list of scholars with important additions such as Tallinn 2.0 analyzing the applicability 
of international law to cyberspace, no book has so far discussed cybersecurity using in-depth 
lessons from the mitigation of other global collective action problems, along with leveraging the 
literatures on polycentric governance, regime complexes, regulatory linkages, club goods, and 
the meaning of cyber peace.  For example, Conflict and Cooperation in the Global Commons: A 
Comprehensive Approach (edited by Scott Jasper), for its strengths, does not reference any of 
these fields, nor does it analyze other global collective action problems that could lead to the 
cross-pollination of governance best practices, such as climate change.  The same can be said of 
Professor Ronald Deibert’s Black Code: Inside the Battle for Cyberspace, which does a 
tremendous job of analyzing contemporary Internet governance trends, but does so divorced 
from debates about the management of other international spaces.xci  Similarly, Cyberspace and 
International Relations: Theory, Prospects and Challenges (edited by Jan-Frederik Kremer, 
Benedikt Müller), surveys the field of international relations and cyberspace, but ignores 
governance lessons from other international spaces and does not reference either regime 
effectiveness or polycentric governance.xcii  The same may be said for Cyber War Versus Cyber 
Realities: Cyber Conflict in the International System (Brandon Valeriano and Ryan C. Maness), 
which investigates cyber conflict and the role played by cyberspace in international relations, but 
references the global commons debate only once relying on Peter Singer and Allan Friedman’s 
contention that cyberspace simply “may be global, but is not ‘stateless’ or a ‘global 
commons.”   International Conflict and Cyberspace Superiority: Theory and Practice 
(Routledge Studies in Conflict, Security and Technology) (William D. Bryant) has done perhaps 
the most to examine cyberspace superiority in nation-state conflict from both a theoretical and a 
practical perspective, including with regards to other international spaces (particularly the 
maritime context), but does so largely divorced from discussions of governance best practices 
and regime effectiveness.xciv  Similarly, the latest edited volumes on the global commons run the 
gambit, ranging from crop geneticsxcv and climate changexcvi to international security.   
However, these works, like other contributions discussed below, largely focus on only certain 
elements of the issues in play without a broader conceptualization of the shared forces at work or 
potential to cross-pollinate governance best practices across these regimes.  Addressing this 
omission necessitates an interdisciplinary analysis incorporating cutting-edge theories to manage 
global collective action challenges, such as the problem of open access.  

This book fills an important gap in the literature by analyzing the findings of diverse 
disciplines to help craft policy proposals that promote international peace and security as well as 
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sustainable development for global common pool resource utilization.  I do this by bringing three 
interdisciplinary insights to bear:  (1) that given the pitfalls of pure nationalization and 
privatization, polycentric governance structures are often preferable across an array of global 
common pool resource domains; (2) that the CHM concept has failed in creating such a system, 
in part because of political resistance to mandatory technology transfer policies and an insistence 
on supranational management; and (3) that given the multipolar state of international relations 
and rapid technological advancement that has in many cases been accelerated by the Internet, a 
combination of mutually reinforcing polycentric regulations are needed to help mitigate global 
collective action problems.xcviii  These three arguments flow from the legal, political science, and 
economics literatures on commons management introduced above.  However, the available work 
from these disciplines misses the entirety of the problem.  The work is either primarily 
international law based, such as The Common Heritage of Mankind in International Law,xcix is 
meant only as an introduction, such as The Global Commons: An Introduction,c or uses 
economic modeling to lay out the case for property rights without considering the political or 
legal context, such as Common Property Economics.ci  Other more recent works similarly 
neglect the importance of the CHM concept in shaping contemporary debates,cii or embrace 
territorial sovereignty as a panacea to managing global collective action problems.ciii  Nor has 
any work that I could identify discussed the various polycentric regulatory options aside from the 
classic CHM concept such as the sustainable development movement, together with examining 
the international political, economic, and legal realities with getting new regulations enacted in a 
multipolar era.civ  However, the important research done by Professor Oran Young and others 
associated with the interdisciplinary Earth Governance System group constitutes an important 
foundation for this book,cv as does the Social-Ecological Meta-Analysis Database (SESMAD) 
project, particularly the work of Professors Michael Cox and Forrest Fisher.cvi 

Most models of commons management to date have been small scale, in part for ease of 
design.

cviii

cxiii

cvii  The scale of the problems we face in cyberspace and other international spaces could 
not be more different.  All humanity is affected (though in different levels and ways).  This 
underscores the perennial management question:  is it desirable to have comprehensive treaties to 
manage global common pool resources?  Or is it more politically feasible to parse policy issues 
out by domain or issue?  What form should new regulations take to maximize economic benefits, 
promote sustainable development, environmental governance as well as international peace and 
security?  Such decisions are made on political grounds, but this analysis has rarely been 
attempted in the international relations literature.  For example, certain strains of political 
philosophy note that realists typically view the tragedy of the unmanaged commons as an 
insoluble problem,  advocating for nationalization.cix  Liberalists, on the other hand, tend to be 
more optimistic about the possibilities of realizing collective goods,cx and to the importance of 
regimes and institutions for producing collective gains.cxi  Other scholarship in this vein is 
concerned with critiquing Garrett Hardin’s original analysis that has already been shown to be 
too simplistic.cxii  But this work does have some important insights, such as noting that climate 
change has an intergenerational aspect that makes it more difficult to solve than Hardin’s original 
commons model, necessitating new policies to promote environmental sustainability.   
Consequently, the international relations literature addresses many of the pressing issues, but 
does so in a fractured way lacking the cohesion necessary to form a complete picture. 

As opposed to international relations, much scholarship on the management of global 
common pool resources in international law has focused on the rise of the CHM concept.  The 
primary debate in this limited literature has been focused on how the concept could be accorded 
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greater weight in international law, e.g., how it can become a binding norm.  This work takes the 
wrong lesson, asking why “International law has not bent to accommodate the CHM principle in 
any meaningful way.”

cxvii

cxviii

cxiv  This argument misses the reasons why the CHM concept has failed.  
The question should be how is the CHM bending to accommodate international law and the 
realties of international relations.  It is not international law that should conform to the CHM, but 
the reverse.  So, can the CHM be salvaged, and should it?  The answer lies in going back to the 
birth of the CHM and asking what was its purpose—namely, equitable benefit sharing.  If the 
CHM is to be revived, the question must be asked as to which policies make the most sense in 
pursuing this goal given the lessons of the CHM saga.  This is an issue at the heart of the 
governance regimes for global common pool resources, and is rarely addressed in the legal 
literature.cxv  The few political-legal histories of the CHM that I could locate are in most cases 
are more than 20 years old,cxvi though some still hold up well such as In Fairness to Future 
Generations: International Law, Common Patrimony, and Intergenerational Equity.   
However, there has been more recent and helpful work in the related area of international 
environmental law.  For example, Green Governance: Ecological Survival, Human Rights, and 
the Law of the Commons extends Professor Ostrom’s work to the field of global ecological 
commons governance, but only briefly mentions outer space, Antarctica, and the high seas, and 
does not discuss orbital debris mitigation or cyber attacks.   Similarly, Who Owns the Sky? 
Our Common Assets and the Future of Capitalism includes helpful treatment on atmospheric 
governance, but does not discuss the CHM concept or related extraterritorial regimes such as 
outer space (or for that matter even reference polycentric governance).cxix  Also helpful is 
Nature’s Trust, especially for its discussion of climate law and policy, but it also does not discuss 
the deep seabed and outer space, nor does it reference cyberspace or polycentric governance.cxx 

What is needed then is a new, pragmatic, and multifaceted approach to managing global 
common pool resources including cyberspace that recognizes the benefits and pitfalls of 
privatization, nationalization, and common property, and is not wedded to the classic CHM 
concept.  I accomplish this by building off the work of Professors Elinor Ostrom, Fikret Berkes, 
Michael McGinnis, Lee Alston, Dan Cole, Susan Buck, David Victor, Robert Keohane, Joseph 
S. Nye, Jr., Christopher Joyner, and John Vogler, among others, to propose a reinvigorated, 
polycentric regime that moves away from the CHM and toward sustainable development thus 
better recognizing international political realities.  There is not a one-size-fits-all solution to 
securing cyberspace or managing other global collective action problems—a mixture of 
polycentric measures should be taken to address prevailing issues of inequality and power 
asymmetries.cxxi  

Level & Target Market 
 

The target market for this book is twofold.  The primary market is comprised of law, 
ethics, and international relations students taking courses on cybersecurity, international security, 
international environmental law and policy, and sustainable development.  The secondary market 
includes managers and policymakers, as well as legal, business, and ethics scholars.  Given the 
relative lack of literature on this subject and the inherent level of interest engendered by the 
material, I believe that it is possible to break new ground in the literature while also appealing to 
general readers.  This book would also be appropriate for a range of classes on sustainable 
development, international environmental law, conflict studies, and governance, as well as more 
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focused programs on cybersecurity, oceanic governance, climate change law and policy, as well 
as space law and policy.  I currently teach six courses on sustainability law and policy as well as 
cybersecurity at Indiana University for which I plan on using this text.  What is more, I have 
begun teaching cybersecurity courses for the U.S. Army for which this book would be required 
reading, as it would for the Post-Graduate Program in Science and Sustainability at UNAM 
(Universidad Nacional Autónoma de México).  

Structure 
 

The book is structured into three parts.  Part I of the book is composed of the first two 
chapters.  Chapter One introduces and defines the concepts of “property,” “unmanaged 
commons,” and the “global commons,” as well as offering a primer on polycentric institutional 
analysis.  Chapter Two describes comparative approaches to regulating cyberspace and 
managing cyber conflict juxtaposed against other global collective action problems.  Part II of 
the book uses the foundation laid in Part I to analyze the outstanding security issues at the 
frontiers of international relations through the use of comparative case studies, highlighting 
applications for the context of Internet governance.  Specifically, Chapter Three traces the 
development of both global climate change law and Internet governance, including coverage on 
the competing multi-stakeholder (public-private) and multilateral (state-centric) visions for 
cyberspace to determine how lessons learned in that regime may be applied to help address both 
climate change and cyber attacks.  Chapter Four focuses on the encroachment of continental 
shelves into the deep seabed under the United Nations Convention on the Law of the Sea, 
including a South China Sea case study with a significant cyber component given the expanding 
web of submarine cables in the area.cxxii

cxxiii

  Chapter Five then examines the current legal regime 
governing outer space and how resurgent national interests are challenging the peaceful use of 
the final frontier, including with regards to cyber attacks on satellite infrastructure.   Part III 
of the book summarizes the lessons from Parts I and II, notably the potential for polycentric 
governance to promote cybersecurity with a special emphasis on the Internet of Things.  This is 
accomplished in Chapter Six, which analyzes the results of the regime effectiveness studies from 
Part II, and discusses the promise and peril of polycentric regulation in cyberspace.  Chapter 
Seven then suggests a path forward for promoting a positive cyber peace in the Information Age. 

Scope  
 

The subject of governing new frontiers in the Information Age is a complex topic with an 
enormous array of actors and challenges facing policymakers.  Thus, rather than giving an 
exhaustive overview of the history and future of global common pool resources, this book seeks 
to focus on a subset of collective action problems across these domains using comparative case 
studies with the focus throughout being distilling lessons for cybersecurity and Internet 
governance.  The primary examples will draw from offshore resource exploitation, the 
sustainable use of orbital space, and atmospheric governance, but I will also use illustrative 
examples from Antarctic regulation and other comparable domains such as international capital 
markets, as well as public health and safety.  As has been noted, cyberspace is rarely compared 
alongside these regimes in any depth.cxxiv 
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Preparations 
I am well prepared to undertake this research given that I have previously completed a 

substantial manuscript for Cambridge University Press on cybersecurity and Internet governance.  
Moreover, I have benefited from the help and support of numerous thought leaders in the field, 
including Professor Elinor Ostrom herself, who kindly offered supportive feedback on an earlier 
draft of this proposal, as well as Professor Joseph S. Nye, Jr. and Bruce Schneier.  My status as a 
Research Fellow at the Harvard Kennedy School’s Belfer Center for Science and International 
Affairs and Affiliated Scholar at Stanford’s Center for Internet and Society will provide further 
opportunities for collaboration, as will my Directorship of the Ostrom Workshop Program on 
Cybersecurity and Internet Governance.  Regarding the latter, I am hosting an Ostrom Workshop 
Colloquium on Cybersecurity and Internet Governance for twenty-five thought leaders in the 
field drawn from academia, government, and industry in 2017 to help vet my manuscript and 
chart out a research agenda for the cyber regime complex going forward.  Moreover, I have 
already turned versions of several of my chapters into articles that have been published by the 
Stanford Environmental Law Journal, cxxvi

cxxvii

cxxviii

cxxv Stanford Journal of International Law,  the 
American Business Law Journal (winning the 2015 Hoeber Memorial Award),  and the 
Vanderbilt Journal of Technology and Entertainment Law.   These publications thoroughly 
vetted and cite checked selected portions of the relevant chapters.  Finally, the original doctoral 
research on which this book is based was supervised by leading scholars at the University of 
Cambridge, namely my supervisors Professor James Crawford, who is currently a Judge on the 
International Court of Justice, and Dr. Markus Gehring, Deputy Director of the Centre for 
European Legal Studies.  Distinguished Professor Fred Cate, Indiana University Maurer School 
of Law, and Dr. Philip Towle, former Director of the Centre of International Studies at 
Cambridge, also vetted this study in their role as external and internal examiners.   

 
Timeline 
 My plan is to complete this project over eighteen-months with the help of research 
associations at three principal hubs for cybersecurity research: Cambridge, Harvard, and 
Stanford.  First, I will focus on Part I, including an analysis of primary documents relating to the 
evolution of common property law and the CHM concept, as a Visiting Fellow at Darwin 
College and an Affiliated Scholar at the Department of Politics and International Studies, 
University of Cambridge.  Cambridge is an ideal place to complete Part I of my manuscript 
given its extensive collections of relevant historic material—such as in the University Library, 
one of only three copyright libraries in England—along with its status as a leading center for 
international law and security research.  I have already been invited by Cambridge to undertake 
this research in Spring 2017.  After residence at Cambridge but while still in Europe, I will 
undertake three excursions to help finalize Part II of my manuscript.  First, I will spend one-week 
as a Visiting Scholar at Malta’s International Ocean Institute, which is a prominent organization 
studying maritime law.  Second, I will participate in relevant conferences, including the World 
Summit on the Information Society (Geneva, Switzerland); the Committee on the Peaceful Uses 
of Outer Space (Vienna, Austria); and the Deep Seabed Mining Summit (London, UK).  I will 
finish revising Parts II and III of the book with the help of my ongoing affiliations at Harvard 
and Stanford, allowing me to generate and vet final drafts of Chapters 3, 4, and 5.  At Harvard, 
where I am a Research Fellow through June 2017, I have access to numerous thought leaders, 
including Fadi Chehadé, who is currently also affiliated with Belfer’s Cyber Security Project.  
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Stanford also has tremendous resources permitting the deeper study of cybersecurity and Internet 
governance.  In particular, there is a new cybersecurity initiative at Stanford housed at the 
Hoover Institution and the Freeman Spogli Institute with which I have been and will continue to 
be active, permitting access to policymakers and leading scholars to help hone and spread my 
findings.  In all, I plan to finish a full draft of the manuscript by June 2018. 
 
Methodology 

To implement this study, I will adopt a prescriptive research strategy.  I chose this 
approach since it is my goal to apply lessons from the rise, decline, and future of international 
spaces to Internet and cybersecurity governance.  Since each of these arenas faces common but 
differentiated problems, I will use a legalistic analysis of primary texts, as well as secondary 
sources and interviews, to help build thick comparative case studies with a view toward applying 
the resulting governance insights to help promote cyber stability in an Information Age 
increasingly defined by cyber insecurity.  

Attachments  
 

1. Curriculum Vitae 
2. Sample Chapter 3 
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